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#Whoami
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v Security Consultant at IOActive

v Red Team & Malware Development

v Researcher

Contact
carlos.gomez@ioactive.com

@cgomezz_23

@cgomezquintana

@Hexix23

cgomezsec.com
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Modern Phishing Techniques
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“Classic” Phishing Method

Mimics the appearance of a legitimate 
website

You can control the elements of the website

Be careful with requests made by JavaScript (fetch & ajax etc.)

Dynamic generated websites
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Modern Phishing Techniques
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Browser-in-the-Browser (BITB)

@mrd0x

https://mrd0x.com/

Developed by :)

Tech Stack

HTML
JS CSS

New Browser 
via <iframe>

Dragged Dropped

Same URL, code 
etc as original 
workflow
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Modern Phishing Techniques
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Browser-in-the-Browser (BITB)

@mrd0x

Source: https://mrd0x.com/
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Modern Phishing Techniques
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Adversary-in-The-Middle (AiTM)

1. It's the same concept as MiTM, but with a cooler name.

2. Victim – Phishing Server – Legitimate Server

3. MFA, Cookies, Username, Password etc.

4. Evilginx

1. Developed by Kuba Gretzky (@mrgretzky)
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Modern Phishing Techniques
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Frameless Browser-in-the-Browser

1. Hybrid method (BiTB & AiTM)

2. Fake Browser window containing a real proxified authentication page.

3. No <iframe> loads here 

4. Mimic BiTB animation with CSS

5. Author: Wael Masri @waelmas01
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Modern Phishing Techniques
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Frameless Browser-in-the-Browser

source: https://github.com/waelmas/frameless-bitb
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Modern Phishing Techniques
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noVNC

• Web browser in kiosk mode

• Give access through web VNC

• Victim connected to our browser

• Resolution & Copy/Paste

• Tool EvilnoVNC developed by Joel Gamez Molina (@JoelGMSec)

• Special mentions: https://github.com/wanetty/MultiEvilnoVNC
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Modern Phishing Techniques
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File Fix Technique 
(by @mrd0x)

• Click fix variation

• Execute commands via the File Explorer address bar

• Good pretext

• Multiple variations
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Modern Phishing Techniques
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File Fix Technique (by @mrd0x)

Source: https://wizardcyber.com/from-clickfix-to-filefix-a-new-frontier-in-social-engineering-attacks/
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Modern Phishing Techniques
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AI Powered Phising

Voice phishing (vishing) Deepfake impersonations

Source: Secwest by Dave Falkenstein

Source: Diep Nep
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Service workers
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• Script that runs in the browser’s background.

• Enables offline web apps and boosts performance.

• Intercepts and manages network requests.

• Provides smart caching for faster loading.

• Powers features like push notifications.
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Cloudflare Workers

• Run JavaScript at the network edge. 

• Cloudflare workers are Serverless.

• Improve performance & scalability.

• Operate outside the browser.

• Handle global traffic efficiently.
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FIDO2/Passkeys: The Cryptographic Shield
• FIDO2 is a passwordless authentication standard that 

eliminates the need for traditional passwords by using 
cryptographic key pairs and biometric verification. 

• Passkeys are digital credentials stored securely on your 
devices that use public-key cryptography - your private key 
never leaves your device while the public key is stored on the 
server. 

• Authentication works through a simple challenge-response 
process: the server sends a challenge, your device signs it 
with the private key, and verification happens instantly 
without transmitting secrets. 

• Users authenticate using familiar methods like fingerprint, 
face recognition, or device PIN, making login both more 
secure and more convenient than passwords. 

• Passkeys are phishing-resistant and sync across your devices 
through encrypted cloud services, providing seamless 
access while maintaining maximum security.
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FIDO2/Passkeys : The Cryptographic Shield
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Source: https://www.webauthn.me/
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FIDO2/Passkeys : The Cryptographic Shield
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FIDO2/Passkeys: The Cryptographic Shield
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Source: https://www.webauthn.me/
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FIDO2/Passkeys: The Cryptographic Shield
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KEY SECURITY FEATURES

🔒 Origin Binding
1. Credentials are cryptographically tied to exact 

domain
2. login.microsoftonline.com ≠ evil-domain.com

🛡 No Shared Secrets
• Private key NEVER transmitted
• Only signatures that cannot be reused

📱 Hardware Protection
• Keys stored in Secure Enclave/TPM
• Biometric/PIN required for access

🎯 Challenge-Response
• Each login uses unique challenge
• Signatures cannot be replayed
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FIDO2/Passkeys: The Cryptographic Shield
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WHY AiTM FAILS?

🚫 Origin Mismatch
•Credential registered for: login.microsoftonline.com
•User currently on: evil-site.com
•Browser blocks authentication

🛡 Hardware-Level Verification
•Authenticator validates domain at hardware level
•Cannot be spoofed by proxy manipulation

🔒 Cryptographic Binding
•Private key tied to exact origin
•No way to "trick" the cryptographic validation

📱 Browser Security Model
•Origin validation happens in secure browser context
•Proxy has zero control over this process
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How this Invisible Proxy works?
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Attacker

Victim Invisible Proxy Original Server

Deploy the server

1

2

Send the phishing 
email

Received

Open phishing
URL

https://phishing.com
Connect to

Doing interesting 
things under the 
hood to perform 
the redirection

https://login.microsoftonline.com

https://phishing.com/login
Landed on the 

phishing domain, 
viewing the content 
of the original server

https://phishing.com/loginInvisible proxy sends 
credentials to the 
attacker's server J

https://login.microsoftonline.com/login

Rewrite things so it can 
communicate back 
with the invisible proxy

3 4

5

6

7

7.5

8

9
https://phishing.com/mfaLanded on the 

next step of the 
Oauth2 workflow. 

https://phishing.com/logged https://login.microsoftonline.com/logged

https://phishing.com/cookiesLegitimate Domain
Redirect to

User & Password

Rewrite things so it can 
communicate back 
with the invisible proxy

MFA/OTP
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Coding 101 (Evil-CfWorker)
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1. This single line intercepts every HTTP request hitting our 
phishing domain before any processing occurs.

2. The event listener acts as our universal gateway, routing all 
traffic to the core proxy engine.

3. By hijacking the fetch event, we guarantee total control 
over every response sent back to victims.
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Coding 101 (Evil-CfWorker)
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1. These bidirectional mappings are the DNA of our 
invisible proxy; they define which legitimate domains 
get replaced with phishing ones.

2. SUBDOMAIN_MAPPING transforms victim 
requests from phishing domains to real Microsoft 
services seamlessly.

3. REVERSE_MAPPING ensures Microsoft's responses get 
rewritten back to our phishing domains, completing the 
illusion.
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Coding 101 (Evil-CfWorker)
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• This parameter prevents automatic redirects that would 
expose Microsoft's real domains to the victim.

• We intercept every redirect response and rewrite the 
Location header to keep victims on our phishing domain.

• Without manual control, OAuth flows and MFA redirects 
would immediately break our domain illusion.
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Coding 101 (Evil-CfWorker)
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• We intercept Microsoft's Set-Cookie headers and rewrite 
their domains to match our phishing domain.

• This transforms legitimate Microsoft session cookies into 
cookies that work on our malicious domain.

• The victim's browser now sends Microsoft's 
authentication tokens directly to our proxy on 
every request.
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Microsoft Oauth2 Security
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Domain Rewriting
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Microsoft Oauth2 Security
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Domain Rewriting Script Integrity 
Attributes
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Microsoft Oauth2 Security
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Domain Rewriting Script Integrity 
Attributes

URL Parameter 
Rewriting
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Microsoft Oauth2 Security
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Domain Rewriting Script Integrity 
Attributes

URL Parameter 
Rewriting

Canary HTTP Header
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Coding 101 (Evil-CfWorker)
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• We rewrite redirect_uri parameters in OAuth requests 
from our phishing domain to Microsoft's real domain.

• This makes Microsoft trust the request and complete the 
legitimate OAuth authorization flow.

• When Microsoft sends the authorization code back, we 
intercept it before rewriting the redirect back to our 
domain.

Redirect_URI Hijacking
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Microsoft FIDO2 Keys “Trampoline”
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MFA Downgrading CSS injection
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MFA Downgrading
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How is it implemented?
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MFA Downgrading
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How is it implemented?

/common/login
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MFA Downgrading
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How is it implemented?

/common/login

#O
OT
B2
02
5



MFA Downgrading
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How is it im
plemented?

/common/login
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MFA Downgrading
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How we can do it? J

#O
OT
B2
02
5



MFA Downgrading
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How can we do it? J
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CSS injection
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CSS injection
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How can we 
remove it without 
the end user 
noticing?
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CSS injection
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CSS injection
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CSS injection
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Phishing time J
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Which cookies 
do we want?
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Phishing time J
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Phishing time J
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@dan1t0

dan1t0.com

@dan1t0

Daniel Martinez

Custom webhook server J

https://www.linkedin.com/in/dan1t0/
https://www.linkedin.com/in/dan1t0/
https://dan1t0.com/
https://dan1t0.com/
https://dan1t0.com/
https://github.com/dan1t0
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“Digi”-Evolution of Cloudflare workers

49©2025 IOActive, Inc. All rights reserved.

#O
OT
B2
02
5



“Digi”-Evolution of Cloudflare workers
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What happens if the company we 
are auditing has other CDNs as 
trusted parties?

What happens if Cloudflare is down?

Why limit ourselves to this technology?
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Evil-PaaS

• Multi-Platform:  It can be deployed on any 
PaaS provider.

• Distributed Operations: Decentralized 
infrastructure, no single control plane.

• Decentralized Resilience: A takedown on 
one platform has zero impact on the others.

• Ad-hoc: You can deploy on the PaaS that 
best suits your needs depending on the 
engagement and the technology you need 
to test.
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OPSEC Tricks
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Opsec Tricks
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OPSEC Tricks
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Custom User-
Agent to minimize 

the detection

Custom Origin & Referer headers

Cloudflare Worker sends original Microsoft 
headers to the Microsoft server.
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OPSEC Tricks
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Special Mention

https://insights.spotit.be/2024/06/03/clipping-the-canarys-
wings-bypassing-aitm-phishing-detections/



Infrastructure deployment (Evil-Worker)
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Infrastructure deployment (Evil-Worker)
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Infrastructure deployment (Evil-PaaS)
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